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Software - license

M About Wireshark = (m}

@ About Fthereal Wireshark Authors Folders Plugins License

Authors | Folders | Plugins

T
WIRESHARK

Network Protocol Analyzer
| Ners'ron 1.12.7 (v1.12.7-0-g 7fc8978 from master-1.12)

Ethereal - Network Protocol Analyze Copyright 1998-2015 Gerald Combs <gerald@wireshark.org> and contributors.
Version 0.10.13 (C) 1998-2005 Gerald Combs <gerald@ethereal.com> This is free software; see the source for copying conditions. There is NO

_ _ o _ warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.
C_ompuled with GT!(+ 2.4.14, with GLeb 2.4.7, with \'-ilnPcap_ (version unknown),
WEHIDZ 12,3, Wl IYcTe 6.3, Wl et STRE > 2.1. 2 wih ARG, Compiled (64-bit) with GTK+ 2.24.23, with Cairo 1.10.2, with Pango 1.34.0, with

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on libpcap version 0.8[.x] on \ GLib 2.}8.0, with Win_Pcap (4.1_3), wit_h libz 1.2.5, with SMI_ 0.4.8, with c-ares
1.9.1, with Lua 5.2, without Python, with GnuTLS 3.2.15, with Gerypt 1.6.2,

Ethereal is Open Source Software released under the GNU General Public License, without Kerberos, with GeolP, with PortAudio V19-devel (built Aug 12 2015), with
AirPcap.

Check the man page and http:/fwww.ethereal.com for more information.

Running on 64-bit Windows 10, build 10240, with WinPcap version 4.1.3

(packet.dll version 4.1,0.2980), based on libpcap version 1.0 branch 1_0_relOb
(20091008), GnuTLS 3.2.15, Gerypt 1.6.2, without AirPcap.
Intel(R) Core(TM) i7-3740QM CPU @ 2.70GHz, with 8130MB of physical memeory.

. Built using Microsoft Visual C++ 10,0 build 40219
WWW . WI res h a r k . O rg Wireshark is Open Source Software released under the GNU General Public License.

Check the man page and http://www.wireshark.org for more infoermation.




: ; y St‘ !I I lS Windows Installer (64-bit)

Windows Installer (32-bit)

Windows PortableApps® (32-bit)

¢ W| ndOWS 0S X 10.6 and later Intel 64-bit .dmg
OS X 10.6 and later Intel 32-bit .dmg
i

* OSX

* Linux

Source Code




Data flow

* Medium

* Interface

* Real time statistics

* Capture filter

e Time marking

e Buffer

* Display filter

* Decoding and analysing
» Save/print filter

* Saving/printing




Main window

* menu,
* toolbar,

* display filter bar,
* packet list,

* packet details,

* packet bytes
(hex and ASCII),

e status bar

M Polaczenie sieci bezprzewodowej [Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

co4dm BEXZ Aer2aTELIEBE QA @BB % B
Filter: v | Expression.. Clear Apply Save
Ne. Time Source Destination Protacol Length Info
U3 3. UUIUIIUY LU 1T LT ZUD 492,100 1.2y e UU 453203042 LALR] DEYTIIO0 ALRTLIOY WIISLILION LEIFU
66 5.60369900 204.79.197.203 192.168.1.16 TCP 60 443-63342 [ACK] Seq=5338 Ack=2230 win=131072 Len=0
67 5.60418000 204.79.197.203 192.168.1.16 TLSVL. 2 161 change Cipher Spec, Encrypted Handshake Message
68 5.60421400192.168.1.16 204.79.197.203 TCP 54 63342-443 [ACK] Seq=2230 Ack=5445 win=260608 Len=0
69 5.60871300 207.46.194.10 192.168.1.16 TCP 1426 [TcP segment of a reassembled PDU]
70 5.60871300 207.46.194.10 192.168.1.16 TCP 1426 [TcP segment of a reassembled PDU]
71 5.60876100192.168.1.16 207.46.194.10 TCP 54 63343-443 [AcK] Seq=201 Ack=2745 wWin=262144 Len=0
72 5.61001200 207.46.194.10 192.168.1.16 TLSV1. 2 1190 server Hello, certificate, Server Key Exchange, Server Hello Done
73 5.61004200192.168.1.16 207.46.194.10 TCP 54 63343-443 [AcK] Seq=201 Ack=3881 Win=260864 Len=0
74 5.61435000192.168.1.16 207.46.194.10 TLSVL. 2 268 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
75 5.61465900192. 207. TP 1426 [TcP segment of a reassembled pou]
76 5.61466900192 207 TLSV1.2 591 application pata

63341-443 [ACK] Seq=1 Ack=1 Win=262144 Len=0
SsL 256 client Hello
TLSV1. 2 1227 Application pata

. 61943600192,
79 5.61974200192.
64287300 204.79.

G Frame 80: 1227 bytes on wire (9816 bits), 1227 bytes captured (9816 bits) on interface 0
@ Ethernet II, Src: Draytek_33:da:b8 (00:50:7f:33:da:b8), Dst: IntelCor_16:42:90 (ad:4e:31:16:42:90)
£ Internet Protocol version 4, Src: 204.79.197.203 (204.79.197.203), Dst: 192.168.1.16 (192.168.1.16)
Vversion: 4
Header Length: 20 bytes
@ pifferentiated services Field: 0x28 (psCP Ox0a: Assured Forwarding 11; ECN: 0x00: NOt-ECT (Mot ECN-Capable Transport))
Total Length: 1213
Identification: 0x36d7 (14039)
@ Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to Tive: 113
Protocol: TCP (6)
@ Header checksum: Ox7a68 [validation disabled]
source: 204.79.197.203 (204.79.197.203)
Destination: 192.168.1.16 (192.168.1.16)
[source GeoIP: unknown]
[Destination GeoIP: Unknown]
= Transmission control Protocol, Src Port: 443 (443), DSt Port: 63342 (63342), Seq: 5445, ack: 2230, Len: 1173
Source Port: 443 (443)
Destination Port: 63342 (63342)
[stream index: 3]
[TCP Segment Len: 1173]

0000 a4 4de 31 36 42 90 00 50 7f 33 da b8 08 00 [¥ 28 .Né.E.,P -3....@0
7 71 7 ia6ie.q.

.N.
® ﬁ Version (ip.version), 1 byte :Packﬂs; 665 - Displayed: 665 (100,0%) - Dropped: 0 (0,0%) | Profile: Default




Toolbar (1

@ (Untitled) - Ethereal
File Edit View Go Capture Analyze Statistics

Help

Blecea o0 xS RRe»0F L BE QQa [ @K
DO AML BEEXE A9 T L BB QO @B W




Toolbar (1

@ (Untitled) - Ethereal

File Edit View Go Capture Analyze Statistics Help

Bl el o xRS Re»o0F 2 EBEB QA @K
PO ANML BEXSE QT LIEBEB Qe #@®

@ Ethereal: Capture Interfaces

Description piz] Packets Packets/s 5
(@ Ethereal: Capture from SiS NIC SI... [Z]
Generic dialup adapter [Capture] [Prepare] [Details]
Captured Packets
SIS NIC SISNIC (Microsoft's Packet Scheduler) 212.87.228.65 41 2 [capture| [Prepare | [Details | . . T
=
SCTP 0 0,0%
Close
TCP o 0,0%
UDP 1 11,1%
ICMP (1] 0,0%
ARP 3 33,3%
OSPF 1 11,1%
GRE 0 0,0%
NetBIOS (1] 0,0%
IPX 0 0,0%
VINES 0 0,0%
Other 4 e b 44,94%
Running 00:00:03




Toolbar (1

@ (Untitled) - Ethereal

(@ Ethereal: Capture Options
Capture

Interface: |SiS NIC SISNIC (Microsoft's Packet Scheduler) : \Device \WPF_{5701882F-5322-477 )~ |
IP address: 212.87.228.65

- Buffer size: : megabyte(s)
Capture packets in promiscuous mode
[] Limit each packet to |&¢ |~ bytes
[gapture Fiiter:] [I E]

Capture File(s) Display Options
File: | ‘ [Erowse...]

[[] Update list of packets in real time

[] use multiple files

‘ [[] Hide capture info dialog
: “Name Resolution

Enable MAC name resolution

Stop Capture ...

] ... after 1
] ... after 1

F et ‘ i S Enable transport name resolution

Enable network name resolution

o F S (EE QaQaaf @k

[ Start ] [ Cancel

T2EEB QQQO E®®




Toolbar (1

@ (Untitled) - Ethereal

File Edit View Go Capture Analyze Statistics Help

BliEscea o0 xRS Re»0F L |BE Q@B @K
Co0dmMag BEXRXE AT L IBEEB QB #B@®
@ Ethereal: Print E]

Printer
& Plain text

O PostScript

[] output to file: et ¢ ]

Packet Range Packet Format
Packet summary line

Packet details:

'Q apturedgl [ Displayed ]

(& all packets 13

O selected packet only 1 O Aall collapsed
(& As displayed
O all expanded

O specify a packet range: 0 [[] Packet bytes

[ [ Each packet on a new page

[ ot [ concer )




Untitled) - Ethereal

: Edit View Go Capture Analyze Statistics Help

IS Sea oE x

@R Re»0FENEE QQQF @EX &

@ Aam gL BB

XL A9 TEL/EB QQQB | #§ MWK B

Eilter:
No. Time
list 1 0.0000
2 0.320
cet details 3 0.490,
4 0.83
t bytes 5 1.3
O
7 2.
8 3.

v Expression... Clear Apply

|
R «»oF 8 B
|

-(for
:cd

Protocol
STP
ARP
STP
OSPF
ARP

=

STP
RP

Info

conf. Root
who has 21:z
conf. Root
Hello Packe
who has 21:z

o
conf. Root
who has 21z
pclo.
oot
0ot
c19.
{ala) o

—



Toolsbar(3)

ze Statistics Help

B x®@8 @Q+»2F & 6 QQaf @ME X @
EEXSES AT LELIEEB @QQ QM

@ Ethereal: Coloring Rules
Edit Filter

[List is processed in order until o

Name

Bad TCP
HSRP State Change
Spanning Tree Topology €
OSPF State Change

arp
IicCMP icmp
ot <5

SMEB smb || nbss || nbns || nbipx || ipxsap || netbios
HTTP http || tcp.port == 80

(€

§
(1]

Clear

-
=
]
U
-
[ |
-
-




Menu

@& (Untitled) - Ethereal

B st view So coepture  analyze s

E> Open...
Open Recent
Merge...

X Close

&) save
Save As...

File Set

Shift

l Export

& Print...
& out

11 4.486182
12 4.760094
13 6.000310

Eilter

No.

@ (Untitled) - Ethereal

Eile

& (Untitled) - Ethereal

e o B @ & @ @ &

El@ (Untitled) - EthereflZicE |

File Edit View Go Capture Analyze m Help

Edit View

File Edit

=" & wne

File Edit

View

Eilter:

.- Time Source

1 0.000000 D-Link_7§

2 0.320209 212.87. 23

3 0.490891 i

4

5 1.380671

6 2.000100

7 2.486124

8 3.305919

9 3.760312 73 EPant L T hairar
10 4.000225 D-Link_74
11 4.486182 Cisco_d4
12 4.760094 212.87.243

13 6.000310

EEE N

Show Packet in
"o Reload

ngmdﬁha B
Find
Fing| No. - S

Eiter:
Marl
Marl] No. -
Unm

x Pref
b 9

10
11
a 174
13
<i
= Frame
= IEEE §
® Logicy
= Spanni

ng iree Protxti

Frame 6 (60 bytes on wire,
IEEE 802.3 Ethernet
Logical-Link control
Spanning Tree Protocol

Summary
Protocol Hierarchy
@ Conversations
Endpoints
IO Graphs

Conversation List

Service Response Time

ANSI

@ Fax T38 Analysis...
GSM

@y H.225...

MTP3

RTP

SCTP

SIP...

VoIP Calls

WAP-WSP...

P9

BOOTP-DHCP...
Destinations...

Flow Graph...
HTTP

IP address...

ISUP Messages...
ONC-RPC Programs
Packet Length...
Port Type...

v
DDDDDDDDDD@

=

-

B 8D ¥

Expression... Clear

Free-(for-br sTP

Protoco

Ethernet

FDDI

Fibre Channel

IPX

Pva

IXTA

RSVP

TCP (IPv4 & IPV6)
Token Ring

UDP (IPv4 & IPV6)
VWLAN
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Graphs

Q
[

9
1]

]
o
EdEAIEA |Es

Q
o
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1]
5
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@ IP address

Topic f Item
= 1P address

@ Ethereal: Protocol Hierarchy Statistics

% Packets Packets
(@ Packet Length

Bytes | Mbit/s | End Packets End Bytes  End Mbit/s

212.87.228.65
212.87.228.2
212.87.228.1
224.0.0.5
212.87.224.2
217.74.65.69
213.180.130.20
217.96.34.1496
212.87.228.110
239.255.255.250
217.74.64.34
217.74.64.490
212.87.228.127
217.74.64.234
217.74.70.226
217.74.70.227
193.222.135.234
212.77.100.101
217.74.65.55
217.212.240.172
217.212.240.173
212.87.228.109

Topic f Item Count Rate Percent

= Packet Length 632 0,006693
Sount)) Bate Eercent 0-19 0 0,000000 0,00%
501 5005923 20-39 0 0,000000 0,00% A%
989  0,005293 97.60% 20-79 411 0,004353 65,03% x] [
52 6,000396 6,20 80-159 35  0,000371 5,54% ~1 |
2 DA00097F 1.60% 160-319 15 0,000159 2,37% -
= 0;000037 1,80% 320-639 55 0,000532 8,70% i — 50
32 0,000955; 8,38% £40-1279 15 0,000159 2,37% B
181, 0001359 36,157% 1280- 101 0,001070 15,98% i
19 0,000206 3,79%
17 0,000184 3,39% .
1 0,000011 0,20%
1 0,000011 0,20% -
25 0,000271 4,99%
27  0,000292 5,39% ]
2 0,000022 0,40% =
10 0,000108 2,00% 10 &8
12 0,000130 2,40%
= 0,000097 1,80% Close ik |
67  0,000725 13,37% =
8 0,000087 1,60% Who has 212.87.228.427 Tell 212.87.228 =
23 0,000249 4,59% Conf. Root = 32768/00:05:50:76:8¢:75 Cost =
11 0,000119 2,20% i Helo Pacxet
7 0,000076 1,490% S Conf. Root = 32768/00:0c:88:0f:f2:c3 Cost = 0
1 0,000011 0,20% — o

Close
o ns




Capturing

@ (Untitled) - Ethereal

File Edit View Go Capt

Sl el

& Ethereal: Capt

De ]
Generic dialup adaptsg

SiS NIC SISNIC (Micrg

C Etheregl: Capture Options

Capture

Interfaced -Captured Packets

IP addresy  Total 0
SCTP (v]
Captur] TCP o
UDP (0]
Limit

L] umited | e o
|§apture A ARP 0
Capture Filg | OSPF 0
File: GRE D
alr | | NetBIOS 0

se my
i IPX o
VINES 0
Other 0

Running 00:00:03
Stop Captu

@ Ethereal: Capture from SiS NIC SI... [g-

% of total

fro1ss2F-5322-977| ~ |

Lvte (s)
0.0%

0.0% (=]
0.0%  bns

0.0%
0.0%
0.0%
0.0%
0.0%

0.0%
0.0%
0.0%

list of packets in real time

ture info dialog
tion

AC name resolution

] ... after 1 ‘
] ... after 1
] ... after £ J

[[] Enable network name resolution

Enable transport name resolution

[ s ]|

Cancel

Q @& [

o &)




Filters - relations

€q,
ne,
gt,
It,
ge,
le,

equal

not equal
greater than
lower than
greater or equal
lower or equal




Filters - logical

* and, && logical AND

| | logical OR

¢ Of,

= IB)X]
Ststics  Help -
B x @38 R¢»0F 2 BE Qe
Eiter: |tcp.port == 80 and ip.src == 172.20.183.106 |~ Expression... Clear Apply

Protocol

4 308?1}'5.188:()1 5 = :
172.20.183.106 208.175.188.61 TCP 1040 P Seq=0 Ack=0 win:
8.792045 172.20.183.106 208.175.188.61 TCP 1040 > http [ACK] Seq=1 Ack=1 wimn:

7 8.793048 172.20.183.106 208.175.188.61 HTTP HEAD /v6/windowsupdate /redir /wure:
10 10.292832 172.20.183.106 208.175.188.61 TCP 1040 > http [ACK] Seq=170 Ack=407
25 18.243192 172.20.183.106 208.175.188.61 TCP 1040 > http [ACK] Seq=170 Ack=408
36 32.608013 172.20.183.106 217.74.65.27 TCP 1043 > http [SYN] Seq=0 Ack=0 win:

45 33.591149 172.20.183.106 217.74.65.27 TCP 1043 > http [ACK]
46 33.592152 172.20.183.106 7 ST A e o T HTTP GET / HTTP/1.1
49 34.925405 172.20.183.106 208.175.188. 61 TCP

Seq=1 Ack=1 wimn:

55 36.659938 172.20.183.106 217.74.65.27 > Seq=586 Ack=1l W
83 42.064176 172.20.183.106 AT FaT6ST2F TCP 1043 > Seq=586 Ack=142
85 42.605904 172.20.183.106 217.74.65.27 TCP 1043 > http Seq=586 Ack=284:
87 42.682147 172.20.183.106 217.74.65.27 TCP 1043 > http Seq=586 Ack=426



Filters - protocols

& pak_moj - Ethereal

File Edit View Go Capture Analyze Statistics Help

BlEcee o xRE Re»0F L BHE QU E

Eilter: %magejﬁf | Expression... Clear Apply

Source Destination Protocol

4 JPEG JFIF image) |

B IAN3SE2I 7o TATG5N27 172.20.183.106 HTTP HTTP/1.1 200 OK (JPEG JFIF 1image)
409 87.210183 217.74.65.27 172.20.183.106 HTTP HTTP/1.1 200 OK (JPEG IJFIF 1image)
441 90.089367 217.74.65.27 172.20.183.106 HTTP HTTP,/1.1 200 Ok (JPEG JFIF 1image)
451 90.659184 217.74.65.27 172.20.183.106 HTTP HTTP/1.1 200 OK (JPEG JFIF 1image)
482 93.278539 217.74.65.27 172.20.183.106 HTTP HTTP/1.1 200 OK (JPEG JFIF -image) o
< > Q
# Frame 409 (745 bytes on wire, 745 bytes captured) ~
= Ethernet II, Src: 28:87:20:00:01:00 (28:87:20:00:01:00), Dst: 01:00:01:00:00:00 (01:00:01:00:00:C
= Internet Protocol, Src: 217.74.65.27 (217.74.65.27), Dst: 172.20.183.106 (172.20.183.106)
® Transmission control Protocol, Src Port: http (80), Dst Port: 1057 (1057), Seq: 3401, Ack: 857, L
#= [Reassembled TCP Segments (2111 bytes): #408(1420), #409(691)]
# Hypertext Transfer Protocol
= JPEG File Interchange Format |~
marker: start of Image (Oxffds)
#= marker segment: Reserved for application segments - 0 (OXFFEO)
= Marker segment: Define quantization table(s) (OXFFDB)
= marker segment: Define quantization table(s) (OxFFDB)
# Start of Frame header: start of Frame (non-differential, Huffman coding) - Progressive DCT (OxF
i mm e D m e —— mdm Sl amm s e e m b A - Lo AN
< >
0000 ©O1 00 01 00 OO0 0O 28 87 20 00 01 00 08 00 45 00  ...... s e 8w E. ~
0010 02 db bO Ob 40 00 37 06 13 2d d9 4a 41 1b ac 14 cinis@s Fa s=edA s a
0020 b7 62 00 30 04 21 82 Of cB cf b2 dc a9 81 3018 .j.P-tb. -..... P v

Frame (745 bytes) | Reassembled TCP (2111 bytes) |

[File: "C:\Documents and Sett [P: 1250D: 6 M: O




Filters - protocol fields (eth)

* eth
e eth.addr ==
e eth.dst==
* eth.len==
e eth.src ==
* eth.trailer ==
* eth.type ==




Edit

View Go

Capture Analyze

Statistics Help

e R xRE Re»0oF L EEB Q@M

|ip.dst ==172.20.183.106

} - Expression... Clear Apply

Time

0. 000000
8.792045
9.998895
10.130314

16. 689
17.001231
17.783727
18.243192
19.008634
20.391043
21.621970
32.575911

Source

208.175.188.61
208.175.188.61
208.175.188.61
208.175.188.61

64.4. -
64.4.21.125
64.4.21.125
208.175.188.61
64.4.21.125
64.4.21.125
64.4.21.125
212.2.96.51

Destination

172.20.183.106
172.20.183.106
172.20.183.106
172.20.183.106
1 .20.183.106
172.20.183.106
172.20.183.106
172.20.183.106
172.20.183.106
172.20.183.106
172.20.183.106
172.20.183.106

Protocol

R
TCP
TCP
TCP

Info

http
http
http
[TcP

> 1039 [FIN,
> 1040 [SYN,

ACK] seq=0 Ack=0 wi -
ACK] seq=0 Ack=1 wi
> 1040 [ACK] Seg=1 Ack=170 win=¢€
segment of a reassembled PDU]

> 1041 SYN., =Y Gl seq=_C C| 1

= 4 = ACK ] =

FCP segment of a reassembled PDU
[TCP segment of a reassembled PDU]

Server Hello, Certificate, Server Hel
http > 1040 [FIN, ACK] Seq=407 Ack=17
Cchange cCipher sSpec, Encrypted Handshs:z
Application Data

Application bData

standard query response A 217.74.65.z v

| >

Frame 18 (1474

Ethernet II,
Internet Protocol,
Transmission Ccontrol Protocol,

<

Src:

bytes on wire,

Src:

https (443),

1474 bytes captured)

28:87:20:00:01:00 (28:87:20:00:01:00),
64.4.21.125 (64.4.21.125),
Src Port:

Dst: 01:00:01:00:00:00 (01:00:01:00:00:00)
172.20.183.106 (172.20.183.106)
Dst Port: 1041 (1041), Seq: 1, Ack:

DstT:

71, Len:

000
010
0020
030
040

alai¥al

--.G&.p.
i e T S —

. AR
—

File: |[File: "C:\Documents and Seti [P:

1250 D: 638 M: 0




Filters — protocol fields (TCP)

R pak C p: @ pak_moj - Ethereal

=)

FEilel FEie Eile File Edit View Go Capture Analyze Statistics Help
= 7l = ==
S S el o 8 Re»0F 2 EE QQQQHF
Filte} Filter: || Eiltery Filter: ltcp.len< 10 ] ~ Expression... Clear Apply
No No. - No. -J|l No. - Time Destination Protocol | Info A
| 3.9 2 5 64 . P B CP 1041 S ck= *3
| 14.1 10 64.4 = 172.2( 83.106 CP 1ICCPS 11 ‘N, ACK] Seq=0 Ack=1 v
| 2 14.120040 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Seq=1 Ack=1 win=6°¢
| 2 | 15 14.578503 64.4.21.125 172.20.183.1060 TCF 1Ctps > 10417 LS » ACK] Seq=0 AcCK=1l Vv
| 2 45 33.591149 172.20.183.106 217.74.65. 27 TCP 1043 > http [ACK] Seg=1 Ack=1 wWin=65¢
2 19 16.813632 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Sseq=71 Ack=1421 wi
2 21 17.114592 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Seq=71 Ack=2841 wi
2 24 18.243192 208.175.188.61 172.20.183.106 TCP http > 1040 [FIN, ACK] Seq=407 Ack=17
2 25 18.243192 172.20.183.106 208.175.188.61 TCP 1040 > http [ACK] Seq=170 Ack=408 wir
3 27 19.120992 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Seq=253 Ack=3830 ¥
3 31 20.525472 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Seq=1908 Ack=3876
3 33 21.729312 172.20.183.106 64.4.21.125 TCP 1041 > https [ACK] Seq=1908 Ack=4816
3 36 32.608013 172.20.183.106 217.74.65.27 TCP 1043 > http [SYN] Seq=0 Ack=0 Win=65¢
3 44 33.590146 217.74.65.27 172.20.183.106 TCP http > 1043 [SYN, ACK] Seqg=0 Ack=1 wi v
< < <= ! >
@ = e e s B = O gTSC TOrT W Inaon Reuoo oo Loty - Mot Soo ~
= i %5 =3 = ECN-Echo: NoOt set b
..0. ... = Urgent: NOT set
 wumiks e e = Acknowledgment: Set =
N «22. 0... = Push: Not set
A ... .0.. = Reser: NOT set (V%
* < >
000 0000 28 87 20 00 01 OO0 01 OO ©O1 Q0 OO0 OO 08 00 45 0O e
001 010 00 28 00 54 40 00 80 06 41 7c ac 14 b7 6a 40 04 TR o Al ;T8
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Filters — protocol fields (UDP)

e udp
e udp.checksum
e udp.checksum_bad Bad
e udp.dstport
* udp.length
* udp.port
e udp.srcport




Filters - protocols fields (HTTP)

* http
* http.cookie ==
* http.host ==




Filters — protocols fields (echo)

* echo
* echo.data ==
* echo.request
* echo.response
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No. - Time Source Destination Protocol | Info
189 58.927968 1Z2.20.183.106 212.74.64.40 1049 > pttp LSYN! Seq=0 ACF=O win=65535 Len=0 MSS=14§ e

Frame 190 (70 bytes on wire, 70 bytes captured)
Ethernet II, Src: 01:00:01:00:00:00 (01:00:01:00:00:00),
Destination: 28:87:20:00:01:00 (28:87:20:00:01:00)
Source: 01:00:01:00:00:00 (01:00:01:00:00:00)
Type: IP (O0x0800)
Internet Protocol, Src: 172.20.183.106 (172.20.183.106), Dst: 212.2.96.52 (212.2.96.52)
User Datagram Protocol, Src Port: 1033 (1033), Dst Port: domain (53)
Source port: 1033 (1033)
pestination port: domain (53)
Length: 36
Checksum: O0xc849 [correct]
pomain Name system (query)
Transaction ID: 0Ox405a
® Flags: Ox0100 (Standard query)
Questions: 1
Answer RRs: O
Authority RRs: 0O
Additional RRs: 0O
= Queries
= hub.com.pl: type A, class IN
Name: hub.com.pl
Type: A (Host address)
Class: IN (Ox0001)
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Ethernet (eth), 14 bytes [P: 1250D: 1250 ™: 0
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