
Foundations of computer networks



• Network protocol
analyser

• Traffic analyser

• Software
• Hardware

dedicated computer



• Lan MapShot
• Lab Network



Foundations of computer networks



www.wireshark.org



• Windows

• OS X

• Linux



• Medium
• Interface
• Real time statistics
• Capture filter
• Time marking
• Buffer
• Display filter
• Decoding and analysing
• Save/print filter
• Saving/printing



• menu,
• toolbar,
• display filter bar,
• packet list,
• packet details,
• packet bytes

(hex and ASCII),
• status bar



Start of capture Restart of capturing

Open capture session

Save capture session

Close capture session

Reload capture session

Print selected

Stop of capturing

Capture options

List of interfacesList of interfaces









Packet searching
Packet coloring on/off

View management: zoom in/out, 
default, auto width

Packet scroling on/off

Jump to first or last
packet in list

Jump to packet with 
given number

Jump to previous or next
displayed packet



Capture filter editing

Display filter editing

Packet colloring rules

General setting

Documentation









• eq, == equal
• ne, != not equal
• gt, > greater than
• lt, < lower than
• ge, >= greater or equal
• le, <= lower or equal



• and, && logical AND
• or, || logical OR
• not, ! logical NOTtcp.port == 80 and ip.src == 172.20.183.106



• arp, dns, tcp, udp, ip, ipv6, irc, idp, ipx, http, pop, smtp, ftp, 
gnutella, image-jfif, kerberos, l2tp, netlogon, smb...



• eth
• eth.addr ==
• eth.dst ==
• eth.len ==
• eth.src ==
• eth.trailer ==
• eth.type ==



• ip
• ip.dst eq www.mit.edu
• ip.src == 192.168.1.1
• ip.addr == 129.111.0.0/16
• ip.fragment ==
• ip.id ==
• ip.len ==
• ip.ttl ==



• tcp
• tcp.port == 80
• tcp.dstport ==
• tcp.srcport ==
• tcp.ack == numer potwierdzenia
• tcp.flags == flaga 8-bit
• tcp.flags.reset {ack, syn, fin, }
• tcp.len == ???
• tcp.window_size ==



• udp
• udp.checksum
• udp.checksum_bad  Bad
• udp.dstport
• udp.length
• udp.port
• udp.srcport



• http
• http.cookie == 
• http.host ==



• echo
• echo.data ==
• echo.request
• echo.response





• http://www.ethereal.com
• http://www.wireshark.org
• Richard Sharpe, Ed Warnicke, Ulf Lamping, Ethereal User's 

Guide V2.0.2 (16586) for Ethereal 0.10.12,


