
Foundations of computer networks



• messages about error
• echo request
• echo response
• flow control
• time control



• connectionless protocol
• no confirmation (acknowledges)
• no ICMP about ICMP 
• in the case of IP fragmentation, ICMP only for first part with 

error
• no ICMP for broadcast and multicast transmission



1-ICMP (Internet Control Message Protocol)
2-IGMP (Internet Group Management Protocol)
3-GGP (Gateway-to-Gateway Protocol)
6-TCP (Transmision Control Protocol)
8-EGP (Exterior Gateway Protocol)
17-UDP (User Datagram Protocol)













• Network monitoring

• Network menagement



• Get

• Set

• Trap
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• important obiect only
• week control object only (to safety)
• no redundancy
• avoiding heavy load on critical sections of code (1 counter in 

section)



• iso (1)
• org (3)

• dod (6)
• internet (1)

• directory (1)
• mgmt (2)
• mib-2 (1)
• experimental (3)
• private (4)

1.3.6.1.2.1...



• system (1)
• interfaces (2)
• at (3) – translacja adresów
• ip (4)
• icmp (5)
• tcp (6)
• udp (7)
• egp (8)
• dot3 (10) – mechanizmy transmisji
• snmp (11)

1.3.6.1.2.1.4...



• sysDescr (RO) DisplayString(SIZE(0..255))
• sysObjectID (RO) OBJECT IDENTIFIER
• sysUpTime (RO) TimeTicks
• sysContact (RW) DisplayString(SIZE(0..255))
• sysName (RW) DisplayString(SIZE(0..255))
• sysLocation (RW) DisplayString(SIZE(0..255))
• sysServices (RO) INTEGER (0..127)

1 – physical (repeater)
2 – data link (bridge)

3 – network (IP router)
4 – host to host (IP hosts)

7 – application (mail exchangers)



• ifNumber
• ifTable

• ifEntry
• ifIndex
• ifDescr
• ifType
• ifMtu
• ifSpeed
• ifPhysAddress
• ifAdminStatus (RW)
• ifOperStatus
• ifLastChange

• ifInOctets
• ifInUcastPkts
• ifInNUcastPkts
• ifInDiscards
• ifInErrors
• ifInUnknownProtos
• ifOutOctets
• ifOutUcastPkts
• ifOutNUcastPkts
• ifOutDiscards
• ifOutErrors
• ifOutQLen
• ifSpecific



• ipForwarding
• ipDefaultTTL
• ipInReceives
• ipInHdrErrors
• ipInAddrErrors
• ipForwDatagrams
• ipUnknownProtos
• ipInDiscards
• ipInDelivers
• ipOutRequests

• ipOutDiscards
• ipOutNoRoutes
• ipReasmTomeout
• ipReasmReqds
• ipReasmOKs
• ipReasmFails
• ipFragOKs
• ipFragFails
• ipFragCreates



• ipAddrTable
• ipAddrEntry

• ipAdEntAddr
• ipAdEntIfIndex
• ipAdEntNetMask
• ipAdEntBcastAddr
• ipAdEntReasmMaxSize

• ipRouteTable
• ipRouteEntry

• ipRouteDest
• ipRouteIfIndex
• ipRouteMetric1
• ipRouteMetric2
• ipRouteMetric3

• ipRouteMetric4
• ipRouteNextHop
• ipRouteType
• ipRouteProto
• ipRouteAge
• ipRouteMask
• ipRouteMetric5
• ipRouteInfo

• ipNetToMediaTable
• ipNetToMediaEntry

• ipNetToMediaIfIndex
• ipNetToMediaPhysAddress
• ipNetToMediaNetAddress
• ipNetToMediaType

• ipRoutingDiscards





• view MIB – group of obiects
• access mode SNMP (RO, RW)

MIB
SNMP

RO RW
RO Get, Trap
RW Get, Trap Get, Set, Trap
WO Get, Trap Get, Set, Trap
NA NA NA


