Internet, TCP/IP

Foundations of computer networks
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TCP/IP stack

Application layer rEme, 7, SNMP, TFTP,
PP y SMTP, HTTP DNS, BOOTP
| [ t
Transport layer TCP UDP
| \ - DHCP
Network layer P «— — — ARP
( I RARP
PPP

Data link layer

Physical layer




IPV 4 Q]X 60 byte 1b - reserved

0100 - IPY 1b - don't fragment

11213 13114 (15116 |17

/ % 1b - more fragments
6|78 1112 18 {19 2017/ /‘45”27 28 (29303132

Version”| Lendhto”1  Type of senice
. header as’in otal lenght
(4 blty) 32 bit words ~ (TOS) o
Identificatio Flags}‘ Fragment Offset

3

Time to live (T| b-pl"iOl"iTy n

1-ICMP (Internet Control Message Protocol)
In 2-IGMP (Internet Group Management Protocol)
32 - W| 3-GGP (Gateway-to-Gateway Protocol)
128 - | 6-TCP (Transmision Control Protocol)
255 -| 8-EGP (Exterior Gateway Protocol)
17-UDP (User Dataaram Protocol)




TOS - DSCP+ECN

1123|4567 ([8([9]|10]11[12(13(14]15

16 (17

18

19

2012122 (23|24 12526 (27 (28 |29

30

31

32

Version | Lenghtof

Time to live (TTL) col (next)

. header as in DSCP ECN Total lenght
(4 blty) 32 bit words A \
Identiﬁcati(y/ / gs Fragment Offset

Differentiated Services Code Point
Assured Forwarding (AF) PHB group

\
/ / Source IP adﬁx \

Header checksum

Explicit Congestion

Class Selector (CS) PHB

Data

Notification

\/
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-@ pak_moj - Ethereal = "Dlaj
| Ele Edit View Go Capture Analyze Statistcs Help
7 N
Buoea PR xRS Qe o7 2 BE QQQF @y
IEilter:I ¥ Expression... Clear Apply |
No. Time Source Destination Protocol Info - 1[11
()
# Frame 2 (54 bytes on wire, 54 bytes captured)
= Ethernet II, Src: 01:00:01:00:00:00 (01:00:01:00:00:00), Dst: 28:87:20:00:01:00 (28:87:20:00:01:00)
= Internet Protocol, Src: 172.20.183.106 (172.20.183.106), Dst: 208.175.188.61 (208.175.188.61)
version: 4
Header length: 20 bytes
= Differentiated Services Field: O0x00 (DSCP 0x00: pefault; ECN: 0x00)
0000 00.. = Differentiated Services Codepoint: pDefault (0x00)
ee.- -..0. = ECN-Capable Transport (ECT): O
ceee +...0 = ECN-CE: O
Total Length: 40
Identification: 0x0048 (72)
= Flags: O0x04 (Don't Fragment)
O... = Reserved bit: Not set
.1.. = pon't fragment: Set
..0. = More fragments: Not set
Fragment offset: O
Time to Tiwve: 128
Protocol: TCP (0x086)
= Header checksum: 0x0alc [correct]
[Good: True]
[Bad : False]
Source: 172.20.183.106 (172.20.183.108)
Destination: 208.175.188.61 (208.175.188.61)
® Transmission control Protocol, Src Port: 1039 (1039), Dst pPort: http (80), seq: 0, aAck: 1, Len: O
0000 28 87 20 00 01 00 01 OO O©O1 OO0 OO OO O8 QOO0 45 00O [ E.
0010 Q0 28 00 48 40 00 80 06 ©0Oa 1c ac 14 b7 6a do af (.H&. .. ... J--
0020 bc 3d 04 Of 00 SO 88 3a 58 17 0Oa 8b fa 47 50 10 .=...P.: X....GP.
0030 fb ¢4 da 1f oO OO L.
[File: "C:\Documents and Setting |P: 1250 D: 1250 M: O S




Classes of IP addresses

* Class A: 1.0.0.0-126.255.255.255
IEEEEEN NN

7 bits 24 bits

0| network address host address

* Class B: 128.0.0.0 —191.255.255.255
HNEEEEEEEEE NN

14 bits 16 bits

1 | 0 network address host address

* Class C: 192.0.0.0 — 223.255.255.255
HEEEEEEE NN

21 bits 8 bits

1[1]0 network address host address




Special IP addresses

e Multicast: 224.0.0.0-247.0.0.0
HEEEE Lttt

[ ]
28 bits
1 | 1 | 1 |0 multicast address

Host without assigned IP (just after start)
L gl

32 bits
ofo[o]ofofofo[o]o]o|o|ofo[o[o]o]ofofofo]ojo[ofofo[o]o]ofofof0]0

HEEEEEEEEEEEN NN

32 bits
{1 {1{1]1]1

Broadcast

Direct broadcast

SN NS EE .

? ?
network address 1111...1111

* Loop
IR

8 bitéw 24 bit

y
21 [P R R




Local IP addresses

* 10.0.0.0—-10.255.255.255
* 172.16.0.0—-172.31.255.255

* 192.168.0.0 - 192.168.255.255




Mask

e Mask
e 255.248.0.0
* 11111111.11111000.00000000.00000000

111(1]0|1{0|1[1]1[1]0|1]1[1|{1]1[0]O|O|1|1|1[1[1]1]0

11 (1|1|1{1|1{1|1f{1|1(1]1(0|0|0[0|0|0|O|0O|O|O|O|0O]|O

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0




IPv6

1213|4567 (8]9([10(11]|12[{13|14[15({16[17[18[19]20|21[22]23 (24 (25]|26(27|28|29(30|31|32
Version
. Priorit Flow label
(4 bits) y
Length of data Next header Hop limit

Source address (128 bits)

Destination address (128 bits)

Data/Additional headers




Main IPv6 features

Zeros can be omitted

Increased length of address 5
* 1234:9876:aabb:76cd:ffee:462e:dd93:0096 0
e theoretical amount of addresses 2128x3 4*1038

Mandatory implementation of IPsec
|dentification for QoS (flow label)
No fragmentation during transmission

Address autoconfiguration based on MAC




UDP

1

2

3

4

5|16 ([7|8]|9]|10(11]12

13

14

15

16|17

18

19

2021|2223 |24 |25 (26|27 |28 |29

30

31

32

Source port

Destination port

Length of UDP packet

Checksum of whole UDP

Data




Captured UDP header

"® pak_moj - Ethereal mE <]
File Edit View Go Capture Analyze Statistics Help
Bt A *xRE RevoT L BE QQAQF MY
Filter: Iudp ¥ Expression... Clear Apply ‘
No. Time Source Destination Protocol | Info - !i!
213 63.543691 212.2.96.52 172.20.183.106 DNS standard query response A 217.74.64.40 [v)

®

Frame 213 (172 bytes on wire, 172 bytes captured)
Ethernet II, Src: 28:87:20:00:01:00 (28:87:20:00:01:00), Dst: 01:00:01:00:00:00 (01:00:01:00:00:00)
Internet Protocol, Src: 212.2.96.52 (212.2.96.52), Dst: 172.20.183.106 (172.20.183.106)
user Datagram Protocol, Src Port: domain (53), Dst Port: 1033 (1033)
Source port: domain (53)
pestination port: 1033 (1033)
Length: 138
Checksum: 0x008d [correct]
# Domain Name System (response)

R

0000 01 00 0L 00 00 00 28 87 20 00 O1 00 08 00 45 00 ...... ¢ ... E. (]

0010 00 9e 00 00 40 00 3d 11 a5 99 d4 02 60 34 ac 14 ....@.=. .... 4.. B

0020 b7 6a 70 57 81 80 00 01 . jHETFEENDY. . . -

0030 00 01 00 02 00 02 07 69 6e 74 65 72 69 61 03 68 ....... 1 nteria.h

0040 69 74 06 67 65 6d 69 75 73 02 70 6c 00 00 O1 00  it.gemiu s.pl....

0050 01 cO Oc 00 01 00 O1 00 00 00 &5 00 04 d9 d4a 40 ........ ..e...0G L

0060 28 cO 14 00 02 00 01 Q0 00 02 11 00 Oe 03 &€ 73  (i....uw wuuens ns 3

0070 73 07 62 65 6c 6¢c 6f 6e 61 cO 1f cO 14 00 02 00 s.bellon a.......

0080 01 00 00 02 11 00 05 02 6e 73 c0 47 c0 43 00 01  ........ ns.G.C..

0090 00 01 00 00 01 84 00 04 d9 11 24 Of c0 5d 00 01  ........ .80

0020 00 01 00 00 07 Oe 00 04 50 30 of 0a ........ PO.. -
v

IJser Datagram Protocol {udp), ¢ |P: 1250 D: 86 M: 0 4




TCP

[ Number of bytes

8|9 |10[11[{12]13|14|15(16|17 |18 |19[20|21 |22 |23 |24 |25|26 (27|28 |29 |30|31|32

112|13|4(5]|6|7

Source port Destination port

Sequence number

Acknowledgment number

EIU|[A|P|R|S|F

Headerlength 7/// clrlelslslyl Window Size

/
E[{G|K|H|T[N|N

Data offset ////

Checksum of whole TCP

Urgent pointer

Options

Data




1a,1=HE5HHr!E!Hg!g=IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII{;;HEiD‘iiﬂ

| Fle Edt Vew Go Cepture Analyze Statstcs Heb

BEee cR xS Revso7F s BB Qe @&

Hhﬁ:ltcp ¥ Expression... Clear Apply

Destination Protocol | Info -

o L S e R T T RS e LUTU A WL LE LAV DLy —a AURTL WV S S e

1 HTTP HEAD /v6/windowsupdate/redir redir.cal

® Ethernet II, Src: 01:00:01:00:00:00 (01:00:01:00:00:00), Dst: 28:87:20:00:01:00 (28:87:20:00:01:00)
# Internet Protocol, Src: 172.20.183.106 (172.20.183.106), Dst: 208.175.188.61 (208.175.188.61)
- Transmission control Protocol, Src Port: 1040 (1040), Dst Port: http (80), Seq: 1, Ack: 1, Len: 18¢
Source port: 1040 (1040)

pestination port: http (80)

Sequence number: 1 (relative sequence number)
[Next sequence number: 170 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header Tlength: 20 bytes
= Flags: 0x0018 (PSH, ACK)

0... .... = Congestion window Reduced (CwR): Not set
.0.. .... = ECN-Echo: NOTU set
.00 Ll Urgent: Not set

R .

= Acknowledgment: Set
vew. 1... = Push: set
... .0.. = Reset: Not set
vex. ..0. = Syn: Not set
cees +..0 = Fin: NoOTU set

window size: 65535
Checksum: 0xb7d0 [correct]
# Hypertext Transfer Protocol

[
L@... .0...7

indowsup date/red
ir/wured dr.cab?0
51126203 6 HTTP/1
.1..Acce pt: */*,
.User-Ag ent: win

BIRLPIL

{111}

BIE]

AllL

|

AE]




Opening of TCP connection




Closing of TCP connection




Opening TCP connection attempt
closed TCP port




Retransmissions netstat -s J

* Major reasons
* Lost TCP datagram or acknowledgment
 Damaged frame (CRC error)

* Data damaged by switch or router (TCP checksum error, without
CRC error)

* Full buffer on receiver site
* Lost fragment IP datagram (in the case of fragmentation)
* Late acknowledgment




ARP, DNS11P

* ARP
* Who has the following address (gataway)? np. 192.168.1.1
 Me 00-02-11-84-cd-aa.

* DNS

* How is IP address of www.wp.pl? Gataway, send the request to
pointed DNS server.

+ 212.77.100.101
. IP

* Comunication with www.wp.pl




@ (Untitled) - Ethereal

|Eile Edit View Go Capture Analyze Statistcs Help

BEpee clxRE Res T L EE QAR @9

pir

‘Eilher:l ¥ Expression... Clear Apply
No. Time Source Destination Protocol | Info -«

1 0.000000 192.168.41.161 Broadcast ARP who has 192.168.41.17 Tell 192.168.41.161
>arp -a 2 0.000183 192.168.41.1 192.168.41.161 ARP 192.168.41.1 is at 00:c0:df:04:f7:89
No ARP Ent 3 0.000195 192.168.41.161 195.204.159.1 DNS standard query A wp.pl

4 0.994912 192.168.41.161 194.204.152.34 DNS standard query A wp.pl

5 1.011005 194.204.152.34 192.168.41.161 DNS Standard query response A 212.77.100.101

. . 6 1.040853 192.168.41.161 212.77.100.101 ICMP Echo (ping) request
>1pconflg 7 1.075716 212.77.100.101 192.168.41.161 IcMP  Echo (ping) reply
. 8 2.046351 192.168.41.161 212.77.100.101 ICMP Echo (ping) request
Windows IP 9 2.080199  212.77.100.101 192.168.41.161 IcMP  Echo (ping) reply
ful 10 3.047801 192.168.41.161 212.77.100.101 IcMP Echo (ping) request
Successfu 11 3.082494  212.77.100.101 192.168.41.161 IcvP  Echo (ping) reply
12 4.049208 192.168.41.161 212.77.100.101 ICMP Echo (ping) request
. 13 4.081969 212.77.100.101 192.168.41.161 ICMP echo (pina) reply
>ping wp.p<| )
Pinging Wp|[+ Frame 1 (42 bytes on wire, 42 bytes captured)
= Ethernet II, Src: 192.168.41.161 (00:a0:cc:d9:44:¢9), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Reply fro Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Source: 192.168.41.161 (00:a0:cc:d9:44:¢9)
Reply fro Type: ARP (0x0808)
Rep]_y fromill= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Reply fro pProtocol type: IP (0x0800)
Hardware size: 6
) . Protocol size: 4
Plng stati opcode: request (0x0001)
sender MAC address: 192.168.41.161 (00:a0:cc:d9:44:¢9)
Packet Sender IP address: 192.168.41.161 (192.168.41.161)
: Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
ApprOleat Target IP address: 192.168.41.1 (192.168.41.1)
Minimu
f ff ff ff ff ff 00 a0 cc d9 44 c9 08 06 C0O O1)N........ ..D.....
JOTENO08 00 06 04 00 01 00 a0 cc d9 44 c9 c0O a8 29 aljl. .......
WipJUIN00 00 00 00 00 00 cO a8 29 01 - - - - - - -
Frame (frame), 42 bytes [P: 13D: 13M: 0 Drops: 0 7




