
Internet, TCP/IP
Foundations of computer networks
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Heterogeneity of Internet
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TCP/IP stack



IPv4
0100 – IPv40100 – IPv4

max 60 bytesmax 60 bytes

1b-untapped

3b-priority
1b-low latency

1b-high bandwidth
1b-high reliability

1b-low costs
1b-untapped

Init value.:
32 - Win95, NT 3.51
128 – Win98, NT 4.0

255 – Sun Solaris
17-UDP (User Datagram Protocol)

1-ICMP (Internet Control Message Protocol)
2-IGMP (Internet Group Management Protocol)
3-GGP (Gateway-to-Gateway Protocol)
6-TCP (Transmision Control Protocol)
8-EGP (Exterior Gateway Protocol)
17-UDP (User Datagram Protocol)

1b – reserved
1b – don’t fragment
1b – more fragments



TOS DSCP+ECN

Explicit Congestion
Notification

Differentiated Services Code Point
Assured Forwarding (AF) PHB group
Class Selector (CS) PHB



Przykład nagłówka IP



Classes of IP addresses
• Class A: 1.0.0.0 – 126.255.255.255

• Class B: 128.0.0.0 – 191.255.255.255

• Class C: 192.0.0.0 – 223.255.255.255



Special IP addresses
• Multicast: 224.0.0.0 – 247.0.0.0

• Host without assigned IP (just after start)

• Broadcast

• Direct broadcast

• Loop



Local IP addresses
• 10.0.0.0 – 10.255.255.255

• 172.16.0.0 – 172.31.255.255

• 192.168.0.0 – 192.168.255.255



Mask

• Mask

• 255.248.0.0

• 11111111.11111000.00000000.00000000

• Class A: 255.0.0.0

• Class B: 255.255.0.0

• Class C: 255.255.255.0



IPv6



Main IPv6 features

• Increased length of address

• 1234:9876:aabb:76cd:ffee:462e:dd93:0096

• theoretical amount of addresses 21283,4*1038

• Mandatory implementation of IPsec

• Identification for QoS (flow label)

• No fragmentation during transmission

• Address autoconfiguration based on MAC

Zeros can be omitted



UDP



Captured UDP header



TCP
Number of bytes



Przykład nagłówka TCP



Opening of TCP connection



Closing of TCP connection



Opening TCP connection attempt –
closed TCP port



Retransmissions
• Major reasons

• Lost TCP datagram or acknowledgment

• Damaged frame (CRC error)

• Data damaged by switch or router (TCP checksum error, without
CRC error)

• Full buffer on receiver site

• Lost fragment IP datagram (in the case of fragmentation)

• Late acknowledgment

netstat -s



ARP, DNS i IP

• ARP

• Who has the following address (gataway)? np. 192.168.1.1

• Me 00-02-11-84-cd-aa.

• DNS

• How is IP address of www.wp.pl? Gataway, send the request to 
pointed DNS server.

• 212.77.100.101

• IP

• Comunication with www.wp.pl



ping wp.pl
>arp -a
No ARP Entries Found.

>ipconfig /flushdns
Windows IP Configuration
Successfully flushed the DNS Resolver Cache.

>ping wp.pl
Pinging wp.pl [212.77.98.9] with 32 bytes of data:
Reply from 212.77.98.9: bytes=32 time=13ms TTL=249
Reply from 212.77.98.9: bytes=32 time=12ms TTL=249
Reply from 212.77.98.9: bytes=32 time=13ms TTL=249
Reply from 212.77.98.9: bytes=32 time=12ms TTL=249

Ping statistics for 212.77.98.9:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 12ms, Maximum = 13ms, Average = 12ms


