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The objective of the exercises 

Celem ćwiczenia jest zapoznanie się z wybranymi funkcjami analizatorów protokołów. 

Introduction 

The Wireshark – network protocol analyser 

The Wireshark is a probably most popular software network protocol analyser. It is inter alia a 
result of applied open GNU licence and constantly improving its functionality. The Wireshark is a 
successor of Ethereal project. 

 
The window of the application contains few elements. There are: 

 menu, 

 toolbar, 

 display filter bar, 

 packet list, 

 packet details, 

 packet bytes (hex and ASCII representation), 

 status bar. 
The visibility of above elements could be turned on and off individually. 
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Capturing could be began in various ways, e.g. showing the list of available network interfaces 

and pressing Start button in chosen interface line or Option button then Start button in the Option 
window. The second way allows setting some parameters of capturing. 

The very important aspect in Wireshark applying is the filters. There are display filters and 
capture filters. 

Filters 

Filters – relationships operators 

eq, == equal 
ne, != not equal 
gt, > greater 
lt, < lower 
ge, >= greater or equal 
le, <= lower or equal 

Filters – logic operators 

and, && logical AND 
or,  || logical OR 
not, ! logical NOT 

Filters - protocols 

arp, dns, tcp, udp, ip, ipv6, irc, idp, ipx, http, pop, smtp, ftp, gnutella, image-jfif, kerberos, l2tp, 
netlogon, smb... 

Filters – protocol fields (eth) 
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eth.addr == 
eth.dst == 
eth.len == 
eth.src == 
eth.trailer == 
eth.type == 

Filters – protocol fields (IP) 

ip.dst eq www.mit.edu 
ip.src == 192.168.1.1 
ip.addr == 129.111.0.0/16 
ip.fragment == 
ip.id == 
ip.len == 
ip.ttl == 

Filters – protocol fields (TCP) 

tcp.port == 80 
tcp.dstport == 
tcp.srcport == 
tcp.ack == numer potwierdzenia 
tcp.flags == flaga 8-bit 
tcp.flags.reset {ack, syn, fin, } 
tcp.len == ??? 
tcp.window_size == 

Filters – protocol fields (UDP) 

udp.checksum 
udp.checksum_bad 
udp.dstport 
udp.length 
udp.port 
udp.srcport 

Filters – protocol fields (HTTP) 

http.cookie ==  
http.host == 

Filters – protocol fields (echo) 

echo.data == 
echo.request 
echo.response 

Examples: 

Traffic of telnet service for particular host 
tcp.port==23 and host==10.0.0.5 
 
Traffic of telnet service for all host except selected one 
tcp.port==23 and not host==10.0.0.5 
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Course of exercise 

Student should capture the huge number of frames from the network without capture filter. To 
do this, student should start the capturing and then run various programs that use network 
resources and diagnostic programs, e.g. web browser, e-mail client, ftp, ping, nslookup, net, search 
network resources Windows Explorer. 

The filter under examination should allow to find the frames, which 

 has send to used (our) computer only, 

 has send by (from) used (our) computer, 

 apply arp protocol, 

 apply icmp protocol, 

 apply ftp protocol, 

 apply pop protocol, 

 apply smtp protocol, 

 apply arp protocol, 

 apply arp protocol and has send from used (our) computer 

 other, proposed by students or teacher. 
Then student should create the charts of traffic in the local collision domain for various protocols 

(http, udp, tcp, smb, icmp, arp itp.). 

The raport 

Students work in pairs or alone. Each team examines various display filters uses captured traffic. 
The results and comments should be included in the raport. 


