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1. Main goals

e Understand what a VLAN is and what benefits layer-2 network segmentation brings.

e Create VLANs on switches and assign ports in access mode.

e Configure IEEE 802.1Q trunk links between switches and between a switch and a
router.

e Configure subinterfaces on the router (Router-on-a-Stick) with dotlq encapsulation
for inter-VLAN routing.

2. Required Tools

e Cisco Packet Tracer (version 8.x) or GNS3.
e A computer running Windows 10 or later, macQOS 13 or later, or Linux.

3. Overview

A VLAN (Virtual Local Area Network) is a logically separated group of devices within a shared
physical infrastructure, forming an independent broadcast domain. VLANs make it possible

to create isolated network segments without deploying separate physical switches.

VLAN ID ranges:

VLAN 1 — default VLAN, factory-assigned to all ports; cannot be deleted.

VLAN 2-1001 — standard range, available on all Cisco switches.

VLAN 1002-1005 — reserved for FDDI and Token Ring (unused but undeletable).
VLAN 1006—-4094 — extended range, requires VTP transparent mode.

Benefits of VLAN segmentation:

e Broadcast domain reduction — broadcast frames do not cross VLAN boundaries,
reducing network load.

e Security — inter-VLAN traffic must pass through a router or L3 switch where ACLs
can be applied.

e Flexibility — segment membership depends on port configuration, not physical
location.

e Performance — fewer devices per broadcast domain means less network noise.

Switch port modes:

Feature IAccess Port Trunk Port

Assigned VLAN One (e.g., switchport access Multiple (carries frames from
vlan 10) many VLANSs)




Frame tagging None — frames sent without an|Yes — every frame carries an
802.1Q tag 802.1Q header with VLAN ID

Use case End devices (PC, printer, Switch-to-switch or switch-to-
camera) router links

Mode command switchport mode access switchport mode trunk

IEEE 802.1Q is the only current standard for VLAN frame tagging. It inserts a 4-byte tag into

the Ethernet frame containing:

TPID (Tag Protocol Identifier) — value 0x8100, identifying the frame as tagged.
PCP (Priority Code Point) — 3 priority bits (CoS, Class of Service).

DEI (Drop Eligible Indicator) — 1 bit.

VID (VLAN Identifier) — 12 bits specifying the VLAN number (0-4095).

The older Cisco ISL (Inter-Switch Link) protocol is no longer supported on modern devices.

The Native VLAN is a special VLAN on a trunk link whose frames are transmitted untagged
(without an 802.1Q tag). By default this is VLAN 1.

Security best practices:

Change the Native VLAN from the default VLAN 1 to an unused VLAN (e.g., VLAN
999).

The Native VLAN must be identical on both ends of the trunk — a mismatch causes
errors (CDP/LLDP warning: Native VLAN mismatch).

The Native VLAN should differ from the management VLAN.

Devices in different VLANs cannot communicate directly because they reside in separate

broadcast domains and typically different IP subnets. Inter-VLAN routing can be achieved

by:

Router with multiple physical interfaces — each interface connected to a separate
VLAN (legacy inter-VLAN routing).

Router-on-a-Stick — one physical interface with multiple logical subinterfaces, each
associated with a different VLAN.

L3 switch with SVl interfaces — VLAN interfaces directly on a multilayer switch.

Example subinterface configuration on a router:



Router(config)# interface GigabitEthernet0/0.10
Router(config-subif)# encapsulation dotlqg 10
Router(config-subif)# ip address 192.168.10.1 255.255.255.0

Key rules:

The subinterface number (e.g., .10) does not have to match the VLAN ID, but
matching them is recommended for readability.

The encapsulation dotlq <VLAN_ID> command binds the subinterface to a specific
VLAN.

For the Native VLAN, add the native keyword: encapsulation dot1q 999 native.
The physical interface must be enabled (no shutdown); subinterfaces come up
automatically.

On the switch side, the port leading to the router must be in trunk mode.

VLAN segmentation in robotic/loT infrastructure:

Control VLAN — DDS/RTPS traffic between ROS 2 controllers; requires low latency
and prioritization (PCP field in the 802.1Q header).

Monitoring VLAN — IP CCTV cameras, isolated from the data network.
Management VLAN — SSH/SNMP access to switches and routers.

Data VLAN — user traffic (workstations, laptops).

Isolating robotic traffic from other network traffic prevents real-time communication from

being disrupted by broadcasts from the office network, while simultaneously protecting the

loT infrastructure from unauthorized access.



4. Lab Procedure

[R1]

GO0/0 | (trunk — dotlq)

[S1] -—- GiO/1 trunk - [S2]
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Device addressing table:

Fa0/1 Fa0/2

[PC-C] [PC-D]

VLANIO VLANZ0

Device Interface IP Address Mask VLAN Default
Gateway

R1 G0/0.10 192.168.10.1 255.255.255.0 (10 —

R1 G0/0.20 192.168.20.1 255.255.255.0 |20 —

R1 G0/0.30 192.168.30.1 255.255.255.0 (30 —

R1 G0/0.999 — — 999 (native) |—

S1 VLAN 30 (SVI) [192.168.30.11  [255.255.255.0 (30 192.168.30.1
S2 VLAN 30 (SVI) [192.168.30.12  [255.255.255.0 (30 192.168.30.1
PC-A NIC 192.168.10.10 255.255.255.0 [10 192.168.10.1
PC-B NIC 192.168.20.10  [255.255.255.0 |20 192.168.20.1
PC-C NIC 192.168.10.20  [255.255.255.0 |10 192.168.10.1
PC-D NIC 192.168.20.20  [255.255.255.0 |20 192.168.20.1




Server NIC 192.168.30.100 [255.255.255.0 |30 192.168.30.1

loT Controller |NIC 192.168.10.50 255.255.255.0 |10 192.168.10.1

VLAN assignment table:

VLAN ID Name Purpose Subnet

10 Control IoT/ROS 2 controllers, [192.168.10.0/24
DDS/RTPS traffic

20 Data User workstations 192.168.20.0/24

30 Management Switch management, [192.168.30.0/24
server

999 NativeVLAN Native VLAN (not used |—
for data traffic)

Part | — Build the Topology and Perform Basic Confiquration

1.1 Build the topology according to the diagram:

Required devices:

4x PC
1x Server

1x Router (e.g., 2911 or 1941)
2x Switch (e.g., 2960)

1.2 Connect devices with cables:

1.3 Configure hostnames on all devices:

R1 (G0/0) > S1 (G0/2) — copper straight-through cable
S1(G0/1) €< S2 (GO/1) — copper straight-through cable
PC-A, PC-B, Server, IoT Controller - appropriate S1 ports (Fa0/1-Fa0/4)
PC-C, PC-D - appropriate S2 ports (Fa0/1-Fa0/2)

On router R1 (this is a sample for Cisco device):

1x loT Controller (or an additional PC simulating a controller)




Router> enable

Router# configure terminal

Router(config)# hostname R1

R1(config)# no ip domain-lookup

R1(config)# banner motd #Authorized access only!#
R1(config)# line console 0

R1(config-line)# password cisco

R1(config-line)# login

R1(config-line)# exit

R1(config)# enable secret class

1.4 Configure switches S1 and S2:

On switch S1 (repeat this on S2):

Switch> enable

Switch# configure terminal

Switch(config)# hostname S1

S1(config)# no ip domain-lookup

S1(config)# banner motd #uthorized access only!#
S1(config)# line console 0

S1(config-line)# password cisco

S1(config-line)# login

S1(config-line)# exit

S1(config)# enable secret class

Part Il — Create VLANs and Assign Access Ports

2.1 Create VLANs on S1 and S2 (identical on both switches):

S1(config)# vlan 10
S1(config-vlan)# name Control
S1(config-vlan)# exit

S1(config)# vlan 20
S1(config-vlan)# name Data
S1(config-vlan)# exit

S1(config)# vlan 30
S1(config-vlan)# name Management
S1(config-vlan)# exit

S1(config)# vlan 999
S1(config-vlan)# name NativeVLAN
S1(config-vlan)# exit

2.2 Assign access ports to the appropriate VLANs on S1 and S2:

S1(config)# interface FastEthernet0/1
S1(config-if)# switchport mode access
S1(config-if)# switchport access vlan 10
S1(config-if)# no shutdown
S1(config-if)# exit



S1(config)# interface FastEthernet0/2
S1(config-if)# switchport mode access
S1(config-if)# switchport access vlan 20
S1(config-if)# no shutdown
S1(config-if)# exit

S1(config)# interface FastEthernet0/3
S1(config-if)# switchport mode access
S1(config-if)# switchport access vlan 30
S1(config-if)# no shutdown
S1(config-if)# exit

S1(config)# interface FastEthernet0/4
S1(config-if)# switchport mode access
S1(config-if)# switchport access vlan 10
S1(config-if)# no shutdown
S1(config-if)# exit

S2(config)# interface FastEthernet0/1
S2(config-if)# switchport mode access
S2(config-if)# switchport access vlan 10
S2(config-if)# no shutdown
S2(config-if)# exit

S2(config)# interface FastEthernet0/2
S2(config-if)# switchport mode access
S2(config-if)# switchport access vlan 20
S2(config-if)# no shutdown
S2(config-if)# exit

2.3 Verify the VLAN configuration on both switches:

Run show vlan brief on S1 and S2. Fill in the table based on S1 output:

VLAN ID Name

Ports

1 default

10

20

30

999

Question 1. Which S1 ports remained assigned to VLAN 1? Why?




(Answer: All ports that were not explicitly assigned to another VLAN (e.g., Fa0/5-Fa0/24,
GO/1, GO/2) remain in the default VLAN 1. This is because every Cisco switch port is factory-
assigned to VLAN 1 and stays there until manually reconfigured.)

Question 2. How many broadcast domains exist in the network at this point (without a
configured trunk)?

(Answer: At this stage (without a trunk between S1 and S2) there is a separate broadcast
domain for each VLAN on each switch — a total of 8 domains (4 VLANs x 2 switches). PC-A
(VLAN 10 on S1) cannot yet communicate with PC-C (VLAN 10 on S2), even though both are
in VLAN 10, because the trunk link is not yet active.)

Part Ill — Confiqure 802.1Q Trunk Links

3.1 Configure the trunk link between S1 and S2:

S1(config)# interface GigabitEthernet0/1
S1(config-if)# switchport trunk encapsulation dotlq
S1(config-if)# switchport mode trunk

S1(config-if)# switchport trunk native vlan 999
S1(config-if)# switchport nonegotiate

S1(config-if)# no shutdown

S1(config-if)# exit

—_— —— ~— ~— ~— ~—

S2(config)# interface GigabitEthernet0/1
S2(config-if)# switchport trunk encapsulation dotlq
S2(config-if)# switchport mode trunk

S2(config-if)# switchport trunk native vlan 999
S2(config-if)# switchport nonegotiate

S2(config-if)# no shutdown

S2(config-if)# exit

—_— —— ~— ~— ~— ~—

3.2 Configure the trunk link between S1 and router R1:

S1(config)# interface GigabitEthernet0/2
S1(config-if)# switchport trunk encapsulation dotlq
S1(config-if)# switchport mode trunk
S1(config-if)# switchport trunk native vlan 999
S1(config-if)# switchport nonegotiate
S1(config-if)# no shutdown

(

S1(config-if)# exit

3.3 Verify trunk links with show interfaces trunk on S1:

Port Mode Encapsulation Status Native VLAN




Gi0/1

Gi0/2

Question 3. What does the value "trunking" in the Status column mean? When might the
status be different?

(Answer: "Trunking" means the trunk link is active and working correctly. The status may
differ (e.g., "not-trunking") when the other end is not configured as a trunk, the port is shut
down, or there is an encapsulation mismatch (dot1q vs ISL). In Packet Tracer the status
changes to trunking only after both sides are correctly configured.)

3.4 Test intra-VLAN connectivity across switches:

Ping from PC-A (192.168.10.10) to PC-C (192.168.10.20).

Question 4. Did the ping from PC-A to PC-C (both in VLAN 10) succeed? What about the ping
from PC-A to PC-B (VLAN 10 - VLAN 20)?

(Answer: The ping from PC-A to PC-C should succeed — both devices are in VLAN 10 and the
trunk between S1 and S2 carries VLAN 10 frames. The ping from PC-A to PC-B will fail — the
devices are in different VLANs (10 and 20), and inter-VLAN routing has not yet been
configured.)

Part IV — Configure Router-on-a-Stick (Inter-VLAN Routing)

4.1 Configure subinterfaces on router R1:

R1(config)# interface GigabitEthernet0/0
R1(config-if)# no shutdown
R1(config-if)# exit

R1(config)# interface GigabitEthernet0/0.10

R1(config-subif)# description Default gateway VLAN 10 - Control
R1(config-subif)# encapsulation dotlq 10

R1(config-subif)# ip address 192.168.10.1 255.255.255.0
R1(config-subif)# exit

R1(config)# interface GigabitEthernet0/0.20
R1(config-subif)# description Default gateway VLAN 20 - Data
R1(config-subif)# encapsulation dotlq 20

R1(config-subif)# ip address 192.168.20.1 255.255.255.0
R1(config-subif)# exit



R1(config)# interface GigabitEthernet0/0.30

R1(config-subif)# description Default gateway VLAN 30 - Management
R1(config-subif)# encapsulation dotlq 30

R1(config-subif)# ip address 192.168.30.1 255.255.255.0
R1(config-subif)# exit

R1(config)# interface GigabitEthernet0/0.999
R1(config-subif)# description Native VLAN
(
(

R1(config-subif)# encapsulation dotlq 999 native
R1(config-subif)# exit

4.2 Verify subinterface configuration:

Run show ip interface brief on R1. Fill in the table:

Interface IP Address Status Protocol

GigabitEthernet0/0

GigabitEthernet0/0.10

GigabitEthernet0/0.20

GigabitEthernet0/0.30

GigabitEthernet0/0.999

Question 5. Why does physical interface GO/0 have no IP address assigned, yet its status is
Hup/upll?

((Answer: The physical interface GO/0 serves as the carrier for the subinterfaces. IP
addressing is assigned at the subinterface level (G0/0.10, G0/0.20, G0/0.30), not on the
physical interface. The "up/up" status means the physical layer and line protocol are both
operational, which is required for all subinterfaces to function.)

4.3 Check the routing table with show ip route on R1:

Question 6. Which networks appear in R1's routing table and what code are they marked
with?

(Answer: The routing table should contain three networks marked with "C" (connected —
directly attached): 192.168.10.0/24 (via GO/0.10), 192.168.20.0/24 (via G0O/0.20), and
192.168.30.0/24 (via GO/0.30). The router automatically adds entries for networks
configured on its interfaces.)



Part V — Configure IP Addressing on End Devices and SVIs

5.1 Configure IP addresses on PC-A, PC-B, PC-C, PC-D, the Server, and the loT Controller

according to the addressing table.

5.2 Configure SVI interfaces on the switches for management access:

S1(config)# interface vlan 30

S1(config-if)# ip address 192.168.30.11 255.255.255.0
S1(config-if)# no shutdown

S1(config-if)# exit

S1(config)# ip default-gateway 192.168.30.1

S2(config)# interface vlan 30

S2(config-if)# ip address 192.168.30.12 255.255.255.0
S2(config-if)# no shutdown

S2(config-if)# exit

S2(config)# ip default-gateway 192.168.30.1

5.3 Disable unused ports on the switches (security best practice):

S1(config)# interface range FastEthernet0/5-24
S1(config-if-range)# shutdown
S1(config-if-range)# exit

Repeat on S2 — shut down all ports not connected to any device.

Part VI — Verification and Inter-VLAN Connectivity Tests

6.1 Ping between devices in different VLANSs:

Fill in the results table:

Source Destination Destination IP \VLAN source -  |Result
dest (success/failure)
PC-A PC-B 192.168.20.10 10> 20 -
PC-A PC-C 192.168.10.20 10 > 10 -
PC-A Server 192.168.30.100 {10 -> 30 -
PC-B PC-D 192.168.20.20 20 - 20 -
PC-C PC-D 192.168.20.20 10 - 20 -
PC-D loT Controller 192.168.10.50 20 - 10 -




PC-A R1 (G0/0.10) 192.168.10.1 10> —

PC-B S1 (VLAN 30) 192.168.30.11 20 - 30

Question 7. Did all ping tests succeed? If not, indicate the likely cause.

(Answer: After correct configuration all tests should succeed. Intra-VLAN traffic passes only
through the switches (L2 switching). Inter-VLAN traffic goes through router R1 (L3 routing)
— the frame reaches R1, is decapsulated, routed, and sent back with the appropriate VLAN
tag. If any test fails, check: (1) IP addressing and default gateway; (2) whether the trunk is
active (show interfaces trunk); (3) whether R1 subinterfaces are in up/up state (show ip
interface brief).)

6.2 Run tracert (from a host) or traceroute (from a router) from PC-A to PC-B.

Question 8. How many hops did the tracert from PC-A (VLAN 10) to PC-B (VLAN 20) show,
even though both are connected to the same switch S1? Explain the path.

(Answer: The tracert should show 2 hops: the first to the default gateway R1 (192.168.10.1
— subinterface G0/0.10), the second to PC-B (192.168.20.10). Even though PC-A and PC-B
are connected to the same physical switch S1, traffic must pass through the router because
the devices are in different VLANs. The frame from PC-A goes to S1, is forwarded over the
trunk to R1, where it is routed on subinterface G0/0.20, and then returns to S1 and is
delivered to PC-B.)

6.3 Intentionally introduce an error — change the Native VLAN on S2 to a value different

from S1:

S2(config)# interface GigabitEthernet0/1
S2(config-if)# switchport trunk native vlan 100

Question 9. What happens after a Native VLAN mismatch is introduced on the S1-52 trunk?
What symptoms can be observed?

(Answer: A Native VLAN mismatch (51 has VLAN 999, S2 has VLAN 100) causes: (1) a
CDP/LLDP warning about "Native VLAN mismatch" in switch logs; (2) problems forwarding
untagged frames — they may end up in the wrong VLAN, (3) potential communication
disruptions for devices in the Native VLAN. In Packet Tracer the trunk may continue working
for tagged frames, but untagged frames will be assigned to different VLANs on each end,
leading to connectivity loss.)

6.4 Restore the correct configuration — set Native VLAN 999 on S2:

S2(config)# interface GigabitEthernet0/1
S2(config-if)# switchport trunk native vlan 999

6.5 Intentionally introduce a second error — remove the dotlq encapsulation from R1's
subinterface:



R1(config)# interface GigabitEthernet0/0.10

R1(config-subif)# no encapsulation dotlq 10

Question 10. What effect does removing dotlq encapsulation from subinterface G0/0.10
have? Which devices lose connectivity?

(Answer: Removing the dot1q encapsulation from G0/0.10 means the router no longer
recognizes frames tagged with VLAN 10 — the subinterface loses its IP configuration. As a
result, all devices in VLAN 10 (PC-A, PC-C, IoT Controller) lose the ability to communicate with
other VLANSs (no default gateway). Communication within VLAN 10 (e.g., PC-A <= PC-C) still
works because it occurs at layer 2 through the switches.)

6.6 Restore R1's subinterface configuration:

R1(config)# interface GigabitEthernet0/0.10

R1(config-subif)# encapsulation dotlq 10

R1(config-subif)# ip address 192.168.10.1 255.255.255.0

Question 11. Explain the difference between an access port and a trunk port. In what
situations is each mode used?

(Answer: An access port is assigned to a single VLAN and transmits frames without an
802.1Q tag — used to connect end devices (computers, printers, cameras, loT controllers). A
trunk port carries frames from multiple VLANs, each tagged with an 802.1Q header
containing the VLAN ID — used for switch-to-switch links (S1-S2) and switch-to-router links
(S1-R1) in a Router-on-a-Stick configuration.)

Question 12. What are the disadvantages of Router-on-a-Stick compared to inter-VLAN
routing on an L3 switch (SVI)?

(Answer: Disadvantages of Router-on-a-Stick: (1) all inter-VLAN traffic passes through a
single physical link (GO/0 <> S1), creating a bottleneck; (2) the router—switch link is a single
point of failure (SPOF); (3) the router processes packets more slowly than an L3 switch, which
routes at wire speed using hardware ASICs. An L3 switch with SVI interfaces eliminates these
limitations because routing is performed internally without leaving the switch.)

Question 13. In a ROS 2 robotic infrastructure, nodes communicate using DDS/RTPS, which
relies on UDP multicast. Why is it beneficial to place ROS 2 controllers in a separate VLAN
(e.g., VLAN 10 — Control)?

(Answer: DDS/RTPS uses multicast for automatic node discovery. At layer 2, multicast frames
are flooded to all ports within a VLAN — similar to broadcasts. Placing ROS 2 controllers in a
separate VLAN confines that multicast traffic exclusively to devices participating in robotic
communication. Benefits: (1) DDS multicast traffic does not burden workstations in VLAN 20;
(2) the attack surface is reduced — office devices have no direct access to the control
network; (3) ACLs can be applied on router R1 to filter traffic between VLAN 10 and other
VLANSs, allowing only, for example, HTTP/HTTPS to the management server.)



5. Conclusion
To pass the lab, submit:

1. All tables filled in.

2. Answers to questions 1-13 (in an electronic document).
3. Screenshots with comments.
4. Topology/project file with working configuration.

Submit electronically (.docx or .pdf + project file) via the university platform.

6. Extra materials

. Cisco Packet Tracer — download from: https://www.netacad.com/cisco-packet-
tracer
J GNS3 — download from:

https://www.gns3.com/

o Cisco Press — Router-on-a-Stick Inter-VLAN Routing:
https://www.ciscopress.com/articles/article.asp?p=3089357&seqNum=>5



